
 
 
 
 
 
 

 

 

 Feature Overview 
A U T O M A T I C  D A T A  V A L I D A T O R  

Feature Introduction  
 
One Automatic Debugging feature of DT10 often used by Embedded Developers and Testers is the ability to monitor and 

report when and where a variable takes on an illegal or out-of-range value at runtime. This can help uncover a variety of 

memory related defects in the runtime software. 

When such errors are easily reproduced, the experienced engineer can quickly insert some print statements and 

manually debug the issue. However oftentimes the effects of these bugs may not be so easy to reproduce and may only 

manifest on an irregular basis; making them very difficult, time-consuming and costly to identify, diagnose and correct.  

With DT10 you can place an Automatic Validator on any local or global variable, or function argument, with easy point-

and-click motion. You then let the software run as normal, up to a maximum of 32 days!, and as soon as the data being 

monitored falls out of valid range or takes on an illegal value, DT10 captures the information at runtime, reports it as a 

violation, and provides you with the information to diagnose and correct the problem. This saves the Embedded Team 

hours and even days of tedious effort in reproducing and capturing a bug. 

Here is such an example to illustrate the power of DT10’s Dynamic Test capabilities: 

Feature Demonstration 
 
Your Embedded Device is showing faulty behavior on an irregular basis and you suspect, but cannot confirm, a bug in the 

function below for processing sensor data. 

 



 

You can use DT10 to automatically insert test points throughout the application code, and you can also manually insert 

specific checks at key points of interest. Here, we use DT10 to insert an Automatic Validator on the input data to a 

function of interest, specifying an allowed range (e.g. 0-20) that complies with the original design of the software.  

 
 

Simply by Clicking OK, the DT10 Software inserts an optimized Test Point into the source code to perform the automatic 

validation of the data at runtime  

 

Now you can redeploy the embedded software back to the device in the field, or in the test lab, allowing it to run for up 

32 days if needed to reproduce and capture the difficult-to-find bug.  



 

The information captured is analyzed by the DT10 analysis engine to highlight any violations of your specified design-

time requirements. Even if the one instance where the error eventually occurs is buried deep somewhere inside 

Gigabytes of capture logs, DT10 will pinpoint the exact instance where the problem is reproduced to Nano-second 

accuracy: 

 

DT10 will also provide you with a Function Trace report, with a graphical illustration of the embedded software 

behavior, including the relationship and timing between function calls; all to facilitate the diagnosis and correction of the 

software bug. 

 

Summary 
The capability provided by DT10 to automatically monitor and validate the range and legality of values occupied by your 

application variables, over long periods of execution, can help catch those difficult-to-reproduce defects, improve the 

overall quality of your embedded product, and help to reduce the workloads of developers and testers to focus their 

talents on other value-adding tasks. 

 


