Feature Overview

AUTOMATIC DATA VALIDATOR

Feature Introduction

One Automatic Debugging feature of DT10 often used by Embedded Developers and Testers is the ability to monitor and
report when and where a variable takes on an illegal or out-of-range value at runtime. This can help uncover a variety of
memory related defects in the runtime software.

When such errors are easily reproduced, the experienced engineer can quickly insert some print statements and
manually debug the issue. However oftentimes the effects of these bugs may not be so easy to reproduce and may only
manifest on an irregular basis; making them very difficult, time-consuming and costly to identify, diagnose and correct.

With DT10 you can place an Automatic Validator on any local or global variable, or function argument, with easy point-
and-click motion. You then let the software run as normal, up to a maximum of 32 days!, and as soon as the data being
monitored falls out of valid range or takes on an illegal value, DT10 captures the information at runtime, reports it as a
violation, and provides you with the information to diagnose and correct the problem. This saves the Embedded Team
hours and even days of tedious effort in reproducing and capturing a bug.

Here is such an example to illustrate the power of DT10’s Dynamic Test capabilities:

Feature Demonstration

Your Embedded Device is showing faulty behavior on an irregular basis and you suspect, but cannot confirm, a bug in the
function below for processing sensor data.
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void handleSensorValue (int wvalue)
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2 int index = -1;

% initialize();

4 = if (value >= && value <= ) {

£ index = VALUE LOW_MSG:

& } else if (value > && wvalue <= y i

index = VALUE_HIGH MSG;
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printMes=sage (index, walue):
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void mainLoop ()

{
int sensorValue;
int status = 1;
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You can use DT10 to automatically insert test points throughout the application code, and you can also manually insert
specific checks at key points of interest. Here, we use DT10 to insert an Automatic Validator on the input data to a
function of interest, specifying an allowed range (e.g. 0-20) that complies with the original design of the software.

Variable Value Point Setting
Variable Mame walue v
Ijo MNone W Byte size foutput array length
Reference wval " (") Set by direct value
Indirect When over 8 bytes,it treats as memory dump data.
Reference Level
Radix Defauit{Decimal Number) v () Set by the value of a variable (character string)

Real Mumeral Type Default{Fixed)
(®) Set by the Sizeof Itis effective only to specify val.

Mumber after

the dedminal place ~

Test Property

Signed AWhen the variable value output = memory dump data, the test property is not evaluated.
Range(E) 0_20 Typ Tlegal value

Description | Signals from the Sensor hardware should always fall within this range

Insert as an Argument Property of the Function Cancel

Simply by Clicking OK, the DT10 Software inserts an optimized Test Point into the source code to perform the automatic
validation of the data at runtime
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ga -3 A
71 volid handleSensorValue (int wvalue)
72 HH
73 int index = -1;
T4 initialize()
75 _ DtTestPointWValue(  DtFunc handleSensorValue, _ Dt5tep 0, ( wold * )&value, sizeof( wvalue )
76 [ if (value >= && wvalue «= yo{
77 index = VALUE LOW M5G:
78 } else if (value > &&k value <= Vo
73 index = VALUE_HIGH M5G:
80 B 1
81 printMes=zage (index, wvalue);
82 =)
84 vold mainLoop ()
85 I_:r|{
=T int memanrTalie - b
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Now you can redeploy the embedded software back to the device in the field, or in the test lab, allowing it to run for up
32 days if needed to reproduce and capture the difficult-to-find bug.
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The information captured is analyzed by the DT10 analysis engine to highlight any violations of your specified design-
time requirements. Even if the one instance where the error eventually occurs is buried deep somewhere inside
Gigabytes of capture logs, DT10 will pinpoint the exact instance where the problem is reproduced to Nano-second

accuracy:
@ DT10 -- Sensor-Test-v1.rprj - OEN
© File Plan Test Report Analysis Test Result Tool Help
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< sensor x|
a1 E{} readSenser ~ __DiTestPoint{ _DtFunc_reportSensorFailure, _ »a | 5 f"’l’p”’i"’”!’ _ A
i B {} initialize 1 Step number 1
i BE{} finalize v a value
o B{} printMessage oid handleSensorValue(int walue) Type 01 Arg
3 E{} reportSensorFailure { - i Description  Signals from the Sensor hardware shoul...
handleSensorVal nt index = -1; Reference Vol
E%O"meru::: o _DiTestPoint{ _DtFunc_handleSensorValue, _Dt e e
initialize(); 8
& 01 Ar [ - i
gg 2 9lvalue] _ DiTestPointV¥alue{ _ DtFunc_handleSensorValue, Radix _ Default
o B f (value = 0 & value <= 10) { S Evalution result
E__ __DtTestPoint { __DiFunc_handleSensor¥alue, Argument NG v
O 04FuncOut index = VALUE_LOW WSG;
3-8 {} mainLoop . Yelse if (value > 10 8 value <= 20) { .
L = = N TartDaint {  NEEma hand | a@ansaslialis
[AFoder view |Z3 Madule View ¢ >

Function
mainLoop

257 (257)|sensor.c readSensor

258 (258)|sensor.c T

259 (2 S‘JJ-sensor.c

recorded

260 (260) sensor.c 12,137,758,570| 2,950

261 (261)|sensorc 12,137,767,560| 8550

262 (262)|sensor.c | [ 21| 12,137,770,550] 2,990

263(83 0000 | Dump memor 150000 00........

264 (262) sensor.c [printMessage |00 Funcln |2 mn, 7400 3,850 Iz
=] Test Report : Repo_140218_153651 | Coverage Report : Repo_140218_153651 Execution Time Report : Repo_140218_153651 Function Period Time Report : Repo_140218_15365

DT10 will also provide you with a Function Trace report, with a graphical illustration of the embedded software
behavior, including the relationship and timing between function calls; all to facilitate the diagnosis and correction of the
software bug.
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Summary

The capability provided by DT10 to automatically monitor and validate the range and legality of values occupied by your
application variables, over long periods of execution, can help catch those difficult-to-reproduce defects, improve the
overall quality of your embedded product, and help to reduce the workloads of developers and testers to focus their
talents on other value-adding tasks.
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